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Abstract

Embedded automotive software development increasingly uses for-
mal methods to guarantee correctness and dependability. Generally,
we can use models of high-level (hardware-independent) specifi-
cations to generate high-level code. However, we need to model
low-level (hardware-dependent) specifications individually for each
hardware architecture, which significantly increases modeling com-
plexity and verification effort and limits the re-usability of these
low-level models to generate hardware-specific code. The prob-
lem is even more significant when dealing with complex low-level
functionalities (e.g., context switch, system initialization) of an
AUTOSAR Operating System (OS).

In this paper, we propose a refinement-based formal modeling
approach to address this problem. First, we use UML-B and Event-B
formal methods to implement a hardware-generic model of the low-
level specification, which abstracts hardware-specific details. Next,
we refine the generic model by including the hardware-specific
details in the final refinements. We verify the hardware-generic
and -specific models using theorem proving and Linear Temporal
Logic (LTL) model checking. This way, our approach facilitates
portability and re-usability while ensuring the correctness of low-
level functionalities. As proof of concept and evaluation, we model
and verify the context switch of an AUTOSAR OS and refine the
hardware-generic model of the use case for AURIX TriCore and
RISC-V architectures.
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Artifacts Availability

The Event-B models, requirement specifications and use case analy-
sis documents, design diagrams, and the LTL formulas are available
in the artifacts at https://dx.doi.org/10.6084/m9.figshare.26963377.
v1. In this paper, we omit intricate model details for better readabil-
ity. In such cases, the symbol [3) indicates that details can be found
in the artifacts.

1 Introduction

The increasing complexity of automotive software motivates the
use of verification methods to guarantee dependability and correct-
ness. Therefore, modern automotive software development increas-
ingly uses formal methods to mathematically model and verify the
software for correctness against its requirement specifications.

In general, we can model and verify high-level or hardware-
independent functionalities and use the models to generate high-
level code that is independent of hardware architectures. How-
ever, since low-level functionalities are hardware-dependent, we
must model their behavior individually for each target architec-
ture, which significantly increases the modeling complexity and
verification effort and limits the re-usability of low-level models to
generate hardware-specific code. This limitation reduces the overall
portability of the Operating System (OS). The problem is even more
significant when dealing with the low-level functionalities of an
AUTOSAR OS, which are complex and safety-critical. We formulate
this problem through the following Research Questions (RQn) and
address them in our paper:

RQ1 How can we formally model the behavior of a complex low-
level AUTOSAR OS functionality while facilitating its porta-
bility to different hardware architectures?

RQ2 How can we verify the resulting formal models to ensure
correctness w.r.t. the requirement specifications?

To address these research questions, we propose a refinement-
based formal modeling approach. First, we systematically analyze
the given low-level requirement specification in natural language
and design the specification as a Finite State Machine (FSM). In addi-
tion, we logically derive Linear Temporal Logic (LTL) formulas [39]
from the requirements. Second, we implement a hardware-generic
model of the low-level specification as an FSM using UML-B [43]
and Event-B [1]. The hardware-generic FSM represents the low-
level functionality while abstracting the hardware-specific details.
This way, we can reuse the hardware-generic model across dif-
ferent hardware architectures and facilitate portability (address-
ing RQ1). Next, we refine the hardware-generic FSM by includ-
ing the hardware-specific details in the final refinements. We use
LTL model checking and theorem proving to verify the models at
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their respective stages of implementation/refinement (addressing
RQ2). Then, we can use the hardware-specific FSM to generate the
hardware-specific code. The process of generating code from the
hardware-specific models and modeling of high-level specifications
(e.g., scheduler, system call implementation) are beyond the scope
of this paper.

Contribution. We propose an approach to formally model and
verify low-level specifications of an AUTOSAR OS while facilitat-
ing portability. As a proof of concept and evaluation, we model
and verify the context switch functionality of EB Tresos Auto-
Core OS [20] (an industrial classic AUTOSAR OS), and refine the
hardware-generic model for AURIX TriCore [5] and RISC-V [26]
architectures. Our main contributions in this paper are: (1) Design
and implementation of a hardware-generic formal FSM model of the
AUTOSAR OS context switch functionality; (2) Structured deriva-
tion of LTL formulas from the given requirement specifications;
(3) Verification of functional correctness of the formal model using
LTL model checking and theorem proving; (4) Verification of safety,
liveness, and reachability properties using LTL formulas; (5) Two
hardware-specific refinements of the hardware-generic model for
AURIX TriCore and RISC-V architectures.

Outline. We organize the remainder of this paper as follows:
Section 2 gives a general background on AUTOSAR OSs, the formal
methods, and the hardware architectures used in our approach. In
Section 3, we demonstrate the underlying modeling and verification
methodology using the context switch functionality and present
the verification results. Section 4 compares related work, and in
Section 5, we discuss the benefits and limitations of our work.
Section 6 summarizes the paper and provides an outlook on future
work.

2 Background

In this section, we provide an overview of AUTOSAR OSs, a brief
background on the formal methods and tools we use in our ap-
proach, and an insight into the AURIX TriCore and RISC-V hard-
ware architectures.

2.1 AUTOSAR OS

An AUTOSAR OS complies with the specifications defined by clas-
sic AUTomotive Open System ARchitecture (AUTOSAR) [7] and
is designed to meet the real-time and safety-critical requirements
of automotive applications. Among many other features, the OS
implements preemptive and priority-based scheduling of concur-
rent tasks and allows multiple activations of tasks. In our proof of
concept, we refer to a specific implementation of AUTOSAR OS,
the EB Tresos AutoCore OS.

A context switch in AutoCore OS is triggered on a system call (ab-
breviated as syscall) invocation. The kernel context switch function-
ality considers the task state (e.g., SUSPENDED, TERMINATING,
READY, RUNNING, WAITING) and conditionally saves/restores the
task’s context [7, 37]. For example, when a task chains itself (i.e., ac-
tivates a new instance of the task), the kernel need not save the task
context. In addition, the functionality includes kernel mode han-
dling, task state and priority management, interrupt enable/disable,
and kernel stack management.
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Figure 1: Comprehensive Event-B modeling notation.

2.2 Event-B

Event-B [1] is a formal method based on set theory, abstraction, and
refinement. First, an abstract model of the system is implemented
and then incrementally refined to a concrete model. We leverage this
refinement-based modeling technique to enhance the re-usability
of low-level models.

The Rodin Platform [2], an Eclipse IDE, supports to implement
and verify Event-B models. Rodin automatically generates math-
ematical Proof Obligations (POs) for the models and partially dis-
charges (i.e., satisfies) them using theorem provers. POs are mathe-
matical formulas that need to be discharged to ensure the correct-
ness of the model. We use Rodin plugins like ProB [31], AtelierB [30],
and SMT solvers [16] such as Z3 and CVC3 to interactively satisfy
the undischarged POs.

A model in Event-B comprises contexts and machines. We will
refer to a context and machine in Event-B with the terms Event-B
context and Event-B machine, respectively. An Event-B context
represents static information about the system, i.e., carrier sets,
constants, axioms, and theorems. An Event-B machine represents
dynamic information about the system, i.e., variables, variants,
and events, and static information, i.e., invariants and theorems
that must hold for the variables throughout the model. When an
Event-B machine sees an Event-B context, the machine can use the
modeling elements of the Event-B context (e.g., constants, axioms)
to relate static and dynamic information as well as to discharge
POs. Variables in an Event-B machine represent the system state,
and events specify state transitions. An event is enabled when a
state satisfies an event’s guard conditions, and the event’s actions
modify the state.

Model Refinement. When an Event-B machine refines an abstract
machine, it must refine or retain the events. We can also extend
functionality by adding more variables, new events, or strengthen-
ing guard conditions. Rodin automatically generates POs to ensure
that the refined machine does not contradict the abstract one (e.g.,
the refined machine preserves the invariants in the abstract ma-
chine). When an Event-B context extends an abstract context, we
can add more carrier sets, constants, axioms, and theorems or refine
the elements in the abstract context (e.g., define the members of an
abstract set).

Figure 1 represents a comprehensive Event-B modeling nota-
tion with machine-context relationship. The WHERE section of an
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event contains its guard conditions, the THEN section contains its
actions, and the WITH section provides witness (gluing predicates)
for the disappearing abstract variable or an event parameter. The
INITIALIZATION event initializes the variables of an Event-B ma-
chine and contains only WITH and THEN sections. Further details on
Event-B constructs and notations (including set theory notations)
are available in [18, 36].

2.3 UML-B

UML-B [43] is an extension of Event-B with a UML-like diagram-
matic formal modeling notation and supports incremental refine-
ment and verification by proof (via translation to Event-B). UML-B
is integrated with Rodin (as iUML-B state machine plugin [42]) and
provides a graphical front-end and automatic translation of UML-B
models into Event-B. In addition, UML-B supports the graphical
arrangement of events within the model, which simplifies event
ordering and helps to avoid errors that can occur when textually
ordering the events using Event-B alone.

In our approach, we use a UML-B state machine diagram to model
the behavior of low-level specifications as an FSM. The states in the
FSM are represented as enumerated values in Event-B, and a state
machine variable manages these states. The transitions between
the states are translated into events.

Model Refinement. Each Event-B machine corresponds to only
one state machine, and when the machine refines, the state machine
also refines. The refined state machine can retain the states and
events or add new events and nested state machines but it cannot
add new states.

2.4 LTL Model Checking

Linear Temporal Logic (LTL) [39, 44] is a widely used temporal logic
to describe properties of linear-time sequences. It operates on the
principle that at each time instant, there is only one possible future
timeline. LTL formulas compose a finite set of atomic propositions,
the logical operators (e.g., =, A, V), and the temporal operators (e.g.,
G (globally O), X (next Q), F (finally ¢)).

LTL formulas express properties such as safety (i.e., given a pre-
condition, a system never enters an unsafe state), reachability (i.e.,
a particular state is reachable from a given state), and liveness (i.e.,
given a precondition, a desirable state will eventually be reached).
We use ProB [31], a model checker and a constraint solver inte-
grated into Rodin Platform for LTL model checking.

2.5 AURIX TriCore Architecture: TC3xx

AURIX TriCore [6] is a widely used hardware architecture in em-
bedded automotive systems. It fulfills safety-critical requirements
and supports achieving a high level of dependability of automo-
tive software. We refer to TC3xx [4, 5], a 32-bit AURIX TriCore
family of microcontrollers. The General Purpose Register (GPR)
file in TC3xx contains 16 32-bit address registers (A0-A15) and
16 32-bit data registers (D0-D15). The CPU context comprises the
GPRs, Program Counter (PC), Program Status Word (PSW), and
Previous Context Information (PCXI). The context is subdivided
into upper context (A10-A15, D8-D15, PSW, and PCXI) and lower
context (A2-A7, D0-D7, A11, and PCXI).
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2.6 RISC-V Architecture

RISC-V [25] is a load-store architecture with an open standard
Instruction Set Architecture (ISA), increasingly used in the auto-
motive industry due to its flexibility and scalability. We refer to
the base RV32I [26] implementation with no extension. The RV32I
instruction set includes basic 32-bit integer instructions and sup-
ports user and machine modes. The GPR file in RV32I contains 32
registers (X0-X31 of 32-bit each), and the CPU context comprises
the GPRs, a PC, and a set of Control and Status Registers (CSRs)
(e.g., MEPC, MSTATUS) with special access instructions to modify,
e.g., the interrupt enable state in defined privilege levels.

3 Methodology and Evaluation

In this section, we present and demonstrate the underlying mod-
eling and verification methodology using the context switch func-
tionality of the AUTOSAR OS. The context switch is a complex,
safety-critical, and real-world low-level use case, which makes it
suitable for us to demonstrate and evaluate our methodology.

3.1 Context Switch Requirements

Based on the AUTOSAR OS specifications and AutoCore OS internal
documentation, we manually derive the following requirement
specifications (OSn) of the context switch functionality and its
subparts (Z):

OS1 (A) When a task is interrupted, its context data must be saved
in the memory locations reserved for context saving. When
saving a task’s context, manually save only the part of the
context that is not automatically saved by the hardware. (B)
When a task terminates or completes its execution or chains
itself or will continue its execution, the context save is not
required. (C) When there is no running task, the context save
is not required.

(A) Before a task is resumed, its saved context data must be
loaded from the respective memory locations into the CPU
context. When restoring a task’s context, manually restore
only the part of the context that is not automatically restored
by the hardware. (B) Context initialization is required when
a task starts a new execution.

When a task is interrupted and the same task is resumed, con-
text save (defined in OS1(A)) and restore (defined in OS2(A))
are not required.

When a task triggers a syscall, the task execution is inter-
rupted, and the kernel is invoked. The kernel is also invoked
when a task is completed or terminated.

Once the kernel is invoked, the kernel entry saves a part
of the context that might be modified by the kernel (e.g.,
callee-saved registers), saves the caller stack, switches to the
kernel stack, and calls the corresponding kernel function
of the syscall. For a preemptive kernel in AUTOSAR, the
kernel entry must save the previous kernel mode, then set
the current kernel mode to active, and enable interrupts
before invoking the kernel function of the syscall.

(A) On return from syscall, if the previous kernel mode is
not active, then disable interrupts, and based on OS1 and
OS3 conditions, the kernel body saves the context, including
the part of the context saved in OS5, the syscall result, and

0s2

0s3

0S4

0S5

0OS6
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proceeds to Kernel Exit. (B) On return from syscall, if the
previous kernel mode is active, then restore the previous
kernel mode and proceed to Kernel Exit.

(A) Once in Kernel Exit, when the previous kernel mode is
active, restore the part of the context saved in OS5, prepare
the switch to the caller stack, dispose of the kernel context,
return from the trap handler, and resume the execution of a
task. (B) Once in Kernel Exit, when the previous kernel mode
is not active, and there is a valid task to resume, based on
0S2 and 0S3, either execute the context restore/initialization
or just restore the part of the context saved in OS5, prepare
the switch to the caller stack, dispose of the kernel context,
return from the trap handler, and resume the execution of
a task. (C) Once in Kernel Exit, when the previous kernel
mode is not active, and there is no task to dispatch, execute
the idle loop. (D) Once in Kernel Exit, when the previous
kernel mode is not active, the current running task is valid,
and the task stack is out of bounds, proceed to Error State.

0s7

3.2

With respect to the requirement specifications (OSn), we define the
following generic hardware assumptions (HWn) to help us realize
a hardware-generic model for the context switch. The assumptions
represent a basic set of hardware features necessary for the context
switch functionality, and the target architecture must satisfy these
assumptions.

Hardware-generic Assumptions

HW1 The architecture defines a subset of locations (e.g., regis-
ters) as context, and the CPU uses/modifies the context data
during code execution.

The architecture provides mechanisms for saving and restor-
ing context data from referable locations such as registers
or memory addresses.

Before the CPU serves a trap, the data of a part of the con-
text are automatically saved into locations defined by the
architecture.

The architecture provides instructions that automatically
restore the context with the data that were automatically
saved during HW3, e.g., "return from trap" or "return from
exception” instructions.

HWS5 When the code execution is interrupted, the architecture pro-
vides instructions to manually store the context data in a set
of well-defined memory locations, e.g., "store" instructions.
To resume the code sequence from the same point, the archi-
tecture provides instructions to manually load the context
with the data from the respective memory locations where
it was saved during HWS5, e.g., "load" instructions.

The architecture provides an interrupt enable flag, and the
interrupts will only be served if the interrupt enable flag is

HW?2

HW3

HW4

HWeo

HW7

set.
The architecture has a stack pointer register that points to
the top of the current stack.

HW8

For every hardware assumption (HWn), we identify the relevant
TC3xx and RISC-V architecture specifications (). We use these
hardware specifications to refine the hardware-generic model.
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Figure 2: Overview of the proposed approach.

3.3 The Overall Approach
Figure 2 illustrates an overview of the proposed approach and the
denote the sequence of steps involved. In o, we use the specifi-
cations (OSn), the assumptions (HWn), and the corresponding hard-
ware specifications to perform use case analysis. Corresponding
to every (OSn), we first derive the prerequisite conditions and the
possible use cases. Second, we determine the necessary condition
checks and actions that an (OSn) specifies. The actions represent
the hardware-generic updates w.r.t. (HWn). Next, we determine
the required hardware-specific updates based on the identified
target hardware specifications. Third, we logically transform the
hardware-generic and -specific updates as post-condition checks.

Next, in e we use the use case analysis to logically derive
semi-formal expressions, which are formalized natural language
requirements of the pattern: It is always the case that if prerequisite
and condition check holds, then next/eventually post-condition check
holds as well. Table 1 shows the results of a use case analysis
for the (OS1(A)) specification and its corresponding semi-formal
expression. For clarity, we use C-like expression notation for the
condition checks, updates, and semi-formal expressions.

In e we use the results of the use case analysis to design the
context switch functionality as an FSM. We first choose the base set
of states and transitions and create an abstract FSM design repre-
senting the overall functional flow. The state transitions in the FSM
perform all condition checks and actions, and choosing the number
of states is a design choice. Next, we elaborate on the abstract FSM
design into a detailed hardware-generic FSM design, where the
guard conditions of the state transitions correspond to prerequi-
site and condition checks, and the actions correspond to hardware-
generic updates derived in o We add/modify the hardware details
based on the hardware-specific updates and the corresponding tar-
get hardware specifications and derive the hardware-specific FSM
design. For traceability and completeness of the designs, we map
(annotate) the state transitions and actions to the corresponding
requirement specifications and their use cases.

In e and e, we model and verify the designed FSMs. Modeling
and verification is an iterative process where, for every iteration,
the model gets more refined (i.e., with more details and function-
ality). For every model refinement, we satisfy the undischarged
POs generated by Rodin to verify that the refinement is correct. We
proceed with further model refinement only after discharging all
the POs.

In o we logically deduce LTL formulas from the semi-formal ex-
pressions (derived in e) by substituting model variables and their
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Table 1: Example of a use case analysis.

Requirement 0S1(A)
. RunningTask execution is interrupted
Prerequisite . . .
(i.e., RunningTask is not NULL)
When the TaskQHead is not same as the
Use case RunningTask and the RunningTask is not

in TERMINATING or SUSPENDED state

TaskQHead != RunningTask &&

RunningTask.state != TERMINATING &&
RunningTask.state != SUSPENDED

1. Save the context of the RunningTask (Ref.: HW5)

2. If RunningTask.State == RUNNING then
RunningTask.State = READY, else, do nothing

Save only lower context (Ref.: TC_HWS5 [3)) and save the
PCXI register data to the task. (Ref.: TC_HW2 [3)

Condition check

Hardware-generic

update

TriCore-specific
update

Hardware-generic . ,
1. RunningTask’s saved context == CPU context data

post-condition .
2. RunningTask.state != RUNNING

check
TriCore post

RunningTask.PCXI == CPU.PCXI
condition check

It is always the case that if

(RunningTask != NULL && TaskQHead != RunningTask
&& RunningTask.state != TERMINATING &&
RunningTask.state != SUSPENDED) holds, then
eventually (RunningTaskSavedContext == CPUContext
&& RunningTask.state != RUNNING) holds as well
G({rTask # NULLTASK A taskQHead # 1Task A
taskState(rTask) # ts_TERMINATING A taskState(rTask)
# ts_SUSPENDED} = F({t_saved(rTask) =
transform(cpuCtxt) A taskState(rTask) # ts_ RUNNING}))

Semi-formal

expression

Hardware-generic
LTL formula

Note: TaskQHead refers to the task at the head of the ready queue (i.e., task to
be dispatched), RunningTask (or rTask) refers to the currently running task,
and RunningTask.PCXI represents the running task’s saved PCXI register data.
In the LTL formula, taskState(rTask) represents the state of the running
task, t_saved(rTask) represents the running task’s saved context data, and
cpuCtxt represents the current CPU context data. The model is discussed in
detail in Section 3.4.

abstractions. The hardware-generic LTL formula for the (OS1(A))
use case is shown in Table 1. In addition, we define safety, reach-
ability, and liveness properties (refer to Section 2.4) based on the
(OSn) requirements and derive the LTL formulas that express these
properties. Further details about these properties are provided in
Section 3.5. Next, we use these LTL formulas to verify the hardware-
generic model. Then, we include hardware-specific post-condition
checks and adapt the LTL formulas to verify the hardware-specific
model. If the LTL check fails or we are unable to discharge the POs,
then we need to modify the model/refinements (or even change the
design) accordingly.

Once all the POs and LTL formulas are satisfied, we can use
the hardware-specific model to generate code in 0 The code
generation process is out of the scope of this paper. In the following
section, we provide a detailed explanation of the modeling and
verification process.
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Figure 3: Modeling and verification process.

3.4 Modeling and Verification

In this work, we model and verify only the software part of the
low-level context switch functionality. We abstract high-level func-
tionalities such as kernel syscall functions, idle loop, and error
handler in the model. In addition, we model the hardware context
save/restore part (refer to HW3 and HW4) to verify if the complete
task context is correctly saved and restored.

Our modeling process involves the following five levels of re-
finement from Level 0 to Level 4. In Level 0 to Level 3, we model
the hardware-generic FSM, and in Level 4, we include hardware
details and refine the model into a hardware-specific FSM.

e Level 0 models the abstract FSM, basic sets (e.g., context, saved
context), and their relations using UML-B and Event-B. In ad-
dition, the level models the abstract context save and restore
(hardware and manual save/restore).

Level 1 introduces the running task (refers to the currently
running task) and refines the abstract context save and restore
to/from the task-specific memory.

Level 2 models the volatile context save and restore. The volatile
context is a subset of the context that might be modified by the
kernel (e.g., callee-saved registers).

Level 3 models the task queue head, task state and priority
changes, kernel mode management, syscall kernel function invo-
cation, and kernel stack switching. In addition, we map (anno-
tate) the events to the corresponding requirement specifications



SAC 25, March 31-April 4, 2025, Catania, Italy

/vs_AutoEntry /fs_KernelEntry

. ve_Syscall

|ve_SyscallFwi

ve_HWSaveCtx fe_SaveVCtx

e_CallKernSyscal

V. Manjunath et al.

fe_SaveCtx

fs_KernelBod
= Y ve_HWRestoreCtx

fe_WhichSwitc ‘ J
'vs_KernSyscaII . S
fe_RestoreReturn fe_Di%patch vs_AutoExit |
fs_KernelExit ve RFE
fe_JustReturn - X
ve_RFE_HWEXxit
=TTt f\./:

fe_RestoreCtx fe_RestoreVCtx

Figure 4: Abstract FSM in UML-B.

and their use cases for traceability. Note: the task queue head
(or taskQHead) refers to the task at the head of the OS’s ready
queue.

e Level 4 refines the model into the hardware-specific FSM by
including hardware-specific details (e.g., CPU registers).

Now we explain the modeling and verification process, where
Figure 3 illustrates this process as a sequence of steps (denoted by

). The designs (created in the step e Figure 2) serve as the
input to our modeling process. Steps @ to @ correspond from
Level 0 to Level 3 model refinements and steps @ to(8) correspond
to Level 4 hardware-specific model refinement.

In @, we model the abstract FSM design in UML-B and translate
it into Event-B (via the iUML-B plugin; refer to Section 2.3). The
UML-B abstract FSM model is shown in Figure 4 and represents
the overall functional flow (from vs_AutoEntry to vs_AutoExit).
The blue boxes are states, and the directed arrows are events (in
Event-B). Table 2 provides the event descriptions and maps them
to the corresponding specifications (OSn) and assumptions (HWn).
Further details of the events are available in the artifacts (5)). We
classify the events into two types: (1) functional events (with prefix
fe_) that represent functional logic, and (2) virtual events (with
prefix ve_) that are model-only elements without any functional
logic. Similarly, we also classify the states into functional states
(with prefix fs_) and virtual states (with prefix vs_). We primar-
ily use the virtual states and events to model abstractions of the
high-level functionalities that interact with the context switch (e.g.,
idle loop). In addition, the virtual events help in modeling the hard-
ware behavior relevant to the context switch functionality (e.g., the
ve_HWSaveCtx event represents the hardware context save (HW3)).

Next, in @ we create the basic sets and their relations required
for modeling the context switch. For this, we adapt the basic sets
and their relations from an existing work [21]. For an easy under-
standing of the abstraction and refinement concept, we explain
only the refinement corresponding to the hardware context save
(HW3). The complete UML-B and Event-B models are available as
artifacts ().

Basic Sets. We create the set LOCATION, an abstract representa-
tion of memory addresses and registers. We define the LOCATION
as three non-overlapping subsets namely: (1) CONTEXT represent-
ing the context defined in (HW1), (2) SAVEDCTX representing the
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Table 2: Event descriptions and specifications mapping.

Events Description Specifications
ve_Syscall Syscall invocation 0S4
ve_HWSaveCtx Save the automatic context HW3
ve_SyscallFwd Connecting transition 0S4
fe_SaveVCtx Save volatile context 0S5

C t 11 add;
fe_CallKernSyscall omApu ¢ syscatl address 0S5

and invoke syscall

Save the 11 It and
fe_WhichSwitch o C oY SCARIESHRANE  heq ()

check save context conditions
0S6 (A), OS1 (A),

fe_SaveCtx Save the manual context
HW5
Save the syscall result and
fe_JustReturn . 0S6 (B)
restore previous kernel mode
fe_RestoreReturn Connecting transition 0S6 (A), 0S3
fe_RestoreVCtx Restore volatile context 0S7 (A) (B), 0OS3
fe_Dispatch Check valid dispatch task 0S7 (B)
0S7 (B), OS2 (A),
fe_RestoreCtx Restore the manual context B) @
HW6
ve_RFE Connecting transition HW4
ve_ HWRestoreCtx Restore the automatic context HW4
ve_RFE_HWExit Connecting transition HW4

set of locations reserved for saving the context data (OS1(A)), and
(3) SVDVOLATILECTX representing the set of locations reserved for
saving the volatile context data (OS5). The cardinality of CONTEXT
and SAVEDCTX are the same. To decouple the hardware-managed
(HW3 and HW4) from the manually-managed context part, we
define CONTEXT = AUTOCTX U MANUALCTX. Similarly, we also define
SAVEDCTX = SVDAUTOCTX U SVDMANUALCTX. We define DATA, a sub-
set of Z (integer values) to represent the data in these locations (e.g.,
CONTEXT—DATA). In addition, we create a set called TASKS to repre-
sent the task set within the system. This set includes a NULLTASK
(invalid task) and a set of valid tasks known as VTASKS.

Set relations. To save the context, we convert (using bijection op-
erator (»»)) the context data to the saved context data using the func-
tion transform € (CONTEXT — DATA) »» (SAVEDCTX — DATA). We
split the transform function into autoTransform € (AUTOCTX —
DATA) »» (SVDAUTOCTX — DATA) for converting hardware-managed
context data and manualTransform € (MANUALCTX — DATA) »»
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1 ve_HWSaveCtx

ANY
autoSaveSet
WHERE
autoSaveSet C toSave
autoSaveSet C SVDAUTOCTX
autoSaveSet # @
THEN
saved := saved U (autoSaveSet <«
autoTransform(AUTOCTX < cpuCtxt))

toSave := toSave\autoSaveSet

3 END

Listing 1: Abstract ve_HWSaveCtx event.

(SVDMANUALCTX — DATA) for converting manually-managed con-
text data. Similarly, to restore the context, we define invTransform,
the inverse of the transform function, and split the function into
autoInvTransformand manualInvTransform. We define these re-
lations as axioms in the Event-B context.

Abstract hardware context save. In the initial abstraction (Level
0), we create toSave and saved variables in the Event-B machine,
where toSave C SAVEDCTX keeps track of the context yet to be
saved and saved € SAVEDCTX -+ DATA represents the context data
that is saved already. The cpuCtxt variable represents the CPU
context data, i.e., cpuCtxt € CONTEXT — DATA. Initially, toSave =
SAVEDCTX and saved=@.

The ve_HWSaveCtx (Listing 1) event saves the AUTOCTX data. The
context save or restore is not always a single action. For example,
in TriCore, we can save (lower/upper) context in one single action
(e.g., using SVLCX instruction). However, in RISC-V, we need to
save one register at a time (e.g., using store instruction). There-
fore, we use an event parameter autoSaveSet (Line 3) to save
only a subset of the auto (HW3) context data at a time (Lines 5
& 6). Line 10 in the listing models the abstract save action in 2
steps: (1) The autoTransform function extracts (using the domain
restriction operator (<)) the data from the AUTOCTX part of the
cpuCtxt and converts the data into SVDAUTOCTX data; (2) Only
a subset of the SVDAUTOCTX data (restricted by autoSaveSet) is
added to the saved variable. Then, Line 11 deducts the saved subset
(autoSaveSet) from the toSave variable. This saving process re-
peats until autoSaveSet = @ (Line 7). In other words, the hardware
context save process ends when the AUTOCTX part of the cpuCtxt
is completely saved.

Refined hardware context save. In Level 1, we define the rTask
variable to represent the currently running task and the t_saved
variable to represent the valid tasks’ saved context data, i.e., rTask
€ TASKS, and t_saved € (TASKS \ {NULLTASK}) — (SAVEDCTX —
DATA). Then, we replace the saved variable (from Level 0) and
refine Line 10 in Listing 1 to:
t_saved(rTask) := t_saved(rTask) <« (autoSaveSet <«
autoTransform(AUTOCTX < cpuCtxt))

The action: (1) extracts (using <) data from the AUTOCTX part of
the cpuCtxt and converts the data into SVDAUTOCTX data; (2) re-
places the data (using the relational overriding operator (<)) in the
SVDAUTOCTX part of the running task’s saved context with a subset
of the converted data (restricted by autoSaveSet). In addition, we
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'fs_KerneIBody

fe_WhichSwitch [vs_KB_PS1

l fe_RTaskTerm, \
vs_KB_FreeCtx

: ‘ fe_RTaskNew

fe_RTaskRunning fe_RTaskNotTerm

'|\/S_KB_P52 ‘ { fs_KB_SaveCtx

) fe_RTaskReady
fe_RetPrioUpdate ‘ ‘

fe_SaveCtx fe_RTaskStateUpd

fe,Dispatch’
fe_Dispatch2ldle
fe,DispatchZE[ror

fe_RestoreReturn

'fs_KemeIExit
fe_RestoreVCtx

fe_RestoreRetum_‘ fs_KE_RestoreVolCtx

fe_JustReturn ;E_RFE_

vs_KE_StartTask

fe_Dispatch fe_QHeadNew

[vs_KE_PS |

1 \
fe_RPrioUpdate

fe_Dispatch2Error

= \ fe_QHeadRead
vs_Error | -Q Y

fs_K E,RestoreCtx‘

fe_Dispatch2ldle

vs_|dle |

fe_RestoreCtx

Figure 5: Refined Kernel Body and Kernel Exit states with
nested state machines.

also define a new guard condition to ensure that the save action is
performed only if the running task is valid, i.e., rTask € VTASKS.

We follow the same abstraction and refinement concept for mod-
eling the hardware context restore, the volatile context save and
restore, and the manual context save and restore. In Level 3, we
refine the abstract FSM and implement nested state machines in-
side the fs_KernelBody and fs_KernelExit states (using UML-
B), where Figure 5 shows these refined states. We introduce states
fs_KB_SaveCtx, fs_KE_RestoreCtx, and fs_KE_RestoreVolCtx
and relocate the manual context save event (fe_SaveCtx), the man-
ual context restore event (fe_RestoreCtx), and the volatile context
restore event (fe_RestoreVolCtx) to these respective states. The
relocation ensures that the save and restore processes are com-
pleted before any subsequent events are enabled. In addition, we
use virtual Pseudo-States (PS) like vs_KB_PS1 and vs_KB_PS2 in
fs_KernelBody and vs_KE_PS in fs_KernelExit to serve as syn-
chronization points. Next, we translate the refined UML-B model
and implement the remaining context switch functionalities (e.g.,
task state, kernel mode, etc.). We provide a comprehensive list of
Event-B machine variables and their descriptions that model these
functionalities in the artifacts ().

Model Verification. We implement 12 model refinements (three
for each level) to realize the hardware-generic FSM model. For
every model refinement, we verify all POs generated by Rodin in
@ (refer to Figure 3). If the verification fails and the model contains
errors, we modify the models to correct these errors and satisfy
the undischarged POs. When the verification is successful, we map
(annotate) the events to the corresponding use case and requirement
specifications (OSn). Next, in @ we use the annotations to check if
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the current model and the hardware-generic FSM design align, i.e.,
if all the actions and guard conditions in the design are modeled.
In addition, the check helps us ensure that each event’s guard
conditions represent the prerequisite and condition checks and its
actions represent the hardware-generic updates of the mapped use
case and requirement. If the model and the design do not align,
we must implement/refine and verify (i.e., discharge all POs) the
missing components, and once they align, the hardware-generic
FSM model is complete.

In @, we use the LTL formulas derived in step o (refer to
Figure 2) to verify the correctness of the hardware-generic model
w.r.t. (OSn) specifications. If the model has errors during verification,
we modify the hardware-generic model to fix the errors and repeat
the steps from @ to @ If the model has no errors, the verification
succeeds and we can refine the hardware-generic model into the
target hardware-specific model.

Hardware-specific refinement. In @, for each architecture, we
extend the Event-B context and define the LOCATION set with the
CPU registers (identified w.r.t. HW1 and the architecture specifi-
cations). Subsequently, we also define which registers belong to
MANUALCTX and AUTOCTX. In the TriCore-specific model, we define
the upper context registers (refer to Section 2.5) in AUTOCTX since
the CPU automatically saves the upper context when serving a
trap (triggered on a syscall invocation). We need to manually save
the lower context registers during a context switch so the registers
belong to MANUALCTX. In the RISC-V model, since the CPU saves PC
in MEPC CSR and the previous interrupt enable state and privilege
mode in MSTATUS CSR on a trap, we need to manually save MEPC
and MSTATUS CSRs along with the GPRs (refer to Section 2.6).
Therefore, these registers belong to MANUALCTX and AUTOCTX=@.

In addition, the context switch functionality involves modifi-
cations to special function registers. For example, in TriCore, we
enable/disable global interrupts by setting/clearing the IE bit of the
Interrupt Control Register (ICR). Therefore, we create and define
a set representing the special function registers relevant to the
context switch functionality. Accordingly, we create an Event-B
machine variable in the hardware-specific model to handle the spe-
cial function registers’ data. We apply two model refinements to
the hardware-generic FSM to implement the TriCore-specific FSM
and one model refinement to implement the RISC-V-specific FSM.
The TriCore-specific and RISC-V-specific models for the context
switch functionality are available in the artifacts (3).

We discharge all POs generated by Rodin for the hardware-
specific model refinement, and then we use the hardware-specific
LTL formulas to verify the hardware-specific models. Once the ver-
ification succeeds and the model has no errors, we map (annotate)
the events to the corresponding use case and requirement specifica-
tions (OSn). Similar to @, in @, we use the annotations to check
whether the hardware-specific model and the hardware-specific
FSM design align. If they do not align, we repeat @ to model the
missing components, and once they align, the hardware-specific
FSM model is complete.

3.5 Verification Results

Theorem proving. Rodin generated 401 POs for the context switch
model and automatically discharged 284 (approximately 70%) of
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Table 3: Number of discharged POs.

Level POs Auto Manual
0 60 50 10

1 68 37 31

2 29 21 8

3 114 86 28
4-TriCore 83 51 32
4-RISC-V 47 39 8

Total 401 284 117

them. We manually discharged the rest 117 POs using theorem
proving tools and SMT solvers (refer to Section 2.2). The timeout
for each SMT solver is 10 seconds. Table 3 presents the number
of discharged POs corresponding to the hardware-generic model
refinements (Level 0 to 3) and the hardware-specific model refine-
ments (Level 4) for the context switch functionality in TriCore and
RISC-V architectures. The POs column in the table indicates the
number of discharged POs, and the values in the Auto and Manual
columns are subsets of the values in the POs column indicating,
respectively, the automatically and manually discharged POs.

The discharged POs prove that all refinements in our model
correspond to their abstraction. Most of these POs ensure that the
refined machine preserves the invariants in the abstract machine
or prove that the refined concrete actions correctly preserve the
corresponding abstract actions. Specifically, four POs were complex
and required several proving steps to discharge. These four POs
correspond to Level 1 model refinements and prove that the con-
crete context save and restore actions in the refinement correctly
preserve the abstract context save and restore actions in Level 0
model refinements.

LTL model checking. We used 16 LTL formulas (derived from
the semi-formal expressions) to verify the functional correctness
of the hardware-generic model w.r.t. the requirement specifica-
tions (OSn). In addition, we used 13 LTL formulas to verify the
safety, reachability, and liveness properties. These 13 LTL formulas
guarantee that: (1) the context save/restore actions in the model
do not corrupt the context when saving/restoring it, (2) a particu-
lar state is reachable from a given state (e.g., the vs_KernSyscall
state is reachable from the fs_KernelEntry state, refer to Figure 4),
and (3) the fs_KernelExit state is eventually reached from the
fs_KernelEntry state. We adapted the LTL formulas to include the
hardware-specific post-condition checks and verified the correct-
ness of the hardware-specific models. The safety, reachability, and
liveness properties and the LTL formulas are available as artifacts

(E)}
4 Related Work

In recent years, several approaches have focused on formal mod-
eling and verification of OSs functionalities. CertiKOS [22] and
seL4 [28] use a refinement-based formal modeling technique to
model and verify OS specifications. In ORIENTAIS [41], the authors
first implement the low-level code, translate it into an intermedi-
ate representation, and then verify interrupt and memory safety
properties. Butterfield et. al. [12] formally model and verify the task
synchronization mechanisms of RTEMS [11]. Baumann et. al. [8]
use a deductive program verification approach to verify syscall
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functionalities of PikeOS microkernel [38]. Manjunath et. al. [32]
present a framework for verifying the correctness of low-level
RTOS code against runtime hardware effects. In [15], the authors
propose an automata-based formal verification method to verify
the Linux kernel code. Adelt et. al. [3] develop configurable timed
automata models of high-level RTOS functionalities such as event
synchronization, communication mechanisms, and the scheduler.
Ding et. al. [17] present a framework for verifying the correctness of
pC/OS-1I [29]. These works implement formal models that abstract
the existing OS code and verify their correctness. However, main-
taining consistency between the model and the code is challenging
and involves significant overhead. In particular, each time the OS is
ported to a new hardware architecture, the models that represent
the low-level code behavior must be entirely reimplemented from
scratch.

Guan et. al. [23] use Event-B to model and verify the Event-Bus
functionality of IoT OSs. Similar to our approach, Gomes et. al. [33]
use Event-B to model and verify the low-level functionalities of
SmartOS [40] while facilitating portability. However, they model
the order of events textually within the Event-B framework. While
this approach might be suitable for simple use cases, the modeling
complexity becomes too high, particularly when ordering the events
of complex use cases (e.g., context switch of an AUTOSAR OS).
Moreover, the textual ordering of events can be error-prone. In
contrast, we use UML-B to graphically order the events, which
significantly reduces modeling complexity and helps avoid errors
during event ordering.

Our approach extends the work by Gomes et. al. [33] in three key
aspects: (1) Developing progressively refined FSMs with UML-B and
Event-B while simplifying the ordering of events; (2) Systematically
deriving LTL formulas from the use case analysis to verify the
functional correctness of the model; (3) Ensuring traceability of
requirements throughout the designs and model refinements using
annotations and checks.

Haur [24] formally models and verifies the scheduler and the
task synchronization mechanisms of Trampoline AUTOSAR OS [9].
Béchennec et. al. [10] formally model the high-level OS functional-
ities as timed automata. Chiba et. al. [13] use Event-B to verify the
AUTOSAR OS task memory protection. Fang et. al. [19] present a
formal framework to verify task state transitions in an AUTOSAR
OS. These works formally model and verify only the high-level
functionalities of AUTOSAR OSs. To the best of our knowledge,
there is no approach that formally models and verifies the low-level
functionalities of AUTOSAR OSs, and addressing this gap is im-
portant for ensuring the overall correctness of these safety-critical
OSs. Therefore, our work aims to provide an approach to formally
model and verify the low-level functionalities of AUTOSAR OSs.

5 Discussion
5.1 Benefits

Improved reusability. Through 12 iterative refinements, we imple-
mented the hardware-generic model. This model represents the
low-level functionalities of the context switch while abstracting
hardware-specific details, making it reusable across different archi-
tectures. In particular, we instantiated the hardware-generic model
to TriCore and RISC-V architectures with minimal refinements
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(only two for TriCore and one for RISC-V). Furthermore, to the
best of our knowledge, the hardware-generic model can be reused
across other hardware architectures (in the automotive industry),
such as ARM and V850, since they satisfy the hardware assump-
tions (HWn). Our modeling approach significantly improves the
reusability of low-level models to generate hardware-specific code,
thereby facilitating the overall portability of the OS.

Scalable modeling approach. We model complex low-level func-
tionalities as progressively refined FSMs since they ensure deter-
ministic behavior and support modularity. Furthermore, UML-B
supports the graphical arrangement of events, thereby reducing
the complexity of event ordering in the Event-B model. This makes
our approach more scalable and less error-prone (in terms of event
ordering) compared to using Event-B alone.

Traceable model completeness. We manually annotate the FSM
designs and Event-B models in text with the respective use cases
and requirement specifications (OSn). We use these annotations to
trace and manually check whether all requirements and hardware-
specific functionalities are implemented. This way, we confirm that
our models are complete w.r.t. the given requirement specifications.
In future work, we intend to use ProR [27], an Eclipse Requirements
Modeling Framework within Rodin, to link the Event-B model
elements (e.g., variables) with the requirement specifications.

5.2 Limitations

Incomplete hardware specifications. Although there is a risk that
hardware specifications relevant to the low-level functionality might
be incomplete, we mitigate the risk by making hardware assump-
tions (HWn) and identifying the relevant hardware specifications
that satisfy these assumptions.

Interpretation errors. The requirement specifications are written
in natural language. Despite systematically processing these re-
quirements through our use case analysis, interpretation errors can
still occur. To minimize these errors further, in future work, we plan
to use requirement engineering tools [14] and integrate Natural
Language Processing (NLP) techniques [34, 35, 45] to process the
requirements.

Challenges in developing a hardware-generic model. To abstract
hardware-specific details and develop a hardware-generic model,
the developer needs expertise in: (a) the functionality to be modeled,
(b) the target hardware architectures and their common features
(e.g., interrupt enable/disable), and (c) the formal methods Event-B
and UML-B, including how refinements work within these frame-
works. Specifically, expertise in formal methods helps identify an
optimal sequence of refinements to model the desired functionality.

6 Conclusion

In this work, we presented a refinement-based formal modeling ap-
proach to facilitate portability and to verify the correctness of com-
plex low-level functionalities of an AUTOSAR OS. We addressed
RQ1 (refer to Section 1) by using UML-B and Event-B to first for-
mally model the behavior of the context switch functionality, ab-
stracting the hardware-specific details. This model is hardware-
generic and thereby reusable across different hardware architec-
tures. Then, we refined the hardware-generic model into TriCore
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and RISC-V-specific models. These models can then be used to gen-
erate hardware-specific code. Thus, by improving the reusability
of low-level models, our approach facilitates the overall portabil-
ity of the OS. We addressed RQ2 by using theorem proving and
LTL model checking to ensure the consistency of the refinements
and to verify the correctness of the models w.r.t. the requirement
specifications (OSn).

In the future, we plan to implement a code generation process
that translates the hardware-specific models and generates assem-
bly code in the respective hardware architecture. In addition, we
intend to use NLP techniques to automate the use case analysis
process and the derivation of LTL formulas.
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